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Keeping Peer-to-Peer Consultations
HIPAA Compliant and Discontinue Text
Messages: A White Paper

By Gerard Frunzi, MBA Telehealth Services Manager, Children’s Hospital Colorado

Introduction

The scenario targeted in this white paper is to address how an outside provider with no
relationship to the hospital connects for a specialty care consult. This scenario is very
susceptible to a willful HIPAA violation.

The consultation process must be easy to use with the option to be done in real time.
Consultation takes the time of two doctors. The more time each doctor must spend results in
lost productivity and waste. A consultation can be conducted without charge, or a financial
relationship can be established in advance. This white paper evaluates the no fee for the
service option, making time and efficiency the most important factors in reducing waste.

Summary

Most medical practices participate in outside consultation. Software systems are needed to make the
interactions HIPAA compliant when the consultation includes reviewing a picture or video. The limitation
of these solutions is their level of convenience both actual and perceived. An organization is most at risk for
HIPAA violations to occur when the tool and workflow are perceived inconvenient.

The most predominant solution for this scenario on the market today is secure text messaging. This works very well and is HIPAA
compliant. The difficulty is that users must download an application and then register the far-end device before being able to send the
photo or video and may also be training involved. This process includes both physical and verbal steps for the consultation. For the doctor
two to three states away, caring for a pediatric burn victim. That delay is often perceived as inconvenient, and may negatively impact
the treatment or outcome. For this process to be most successful, advanced partner registration, sign up, and training is most efficient,
however, in multistate regional expert centers like the Trauma and Burn team at Children’s Hospital Colorado (Children’s Colorado), it is
not feasible to get all referral centers established up-front.

Scenario Identifying the Problem

The Children’s Hospital Colorado Level 1 Pediatric Burn and Trauma Center One Call phone line receives a call from an Emergency Room
doctor three states away who has never transferred a patient to Children’s Colorado before. In discussing the patient’s burns verbally, the
out-of-state doctor decides he/she cannot manage the child and calls for a transport. An ambulance takes the child to the local airport for
aflight-for-life airplane to transport the patient to Centennial, Colorado where either a helicopter or an ambulance takes the patient to the
main hospital on the Anschutz campus in Aurora, Colorado. Two hours later, the patient gets discharged from the Emergency Department
because the burns did not warrant being admitted inpatient and the treatment could be done in the in an outpatient setting. A photo would
have averted this situation. If the outside doctor had text messaged the photo, then an incorrect transport would have been averted. A
HIPAA violation would also have occurred. These scenarios happen all over the United States, and itis a very difficult problem to solve.
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There is areal cost for being noncompliant with HIPAA regulations. Below is a summary of the type of violation and the
penalty that may be assessed to the organization. Note the size of the penalty varies based on the cause and correction in
behavior of the violator.

HIPAA Violation Minimum Penalty Maximum Penalty

Unknowing $100 per violation, with an annual maximum of $50,000 violation, with an
$15,000 for repeat violations (Note: maximumcan  annual maximum of $1.5 million
be imposed by State Attorneys General regardless
of the type of violation)

Reasonable Cause $1,000 per violation, with an annual maximum $50,000 violation, with an

of $100,000 for repeat violations annual maximum of $1.5 million
Willful neglect, but violation is corrected $10,000 per violation, with an annual maximum $50,000 violation, with an
within the required time period 0f $250,000 for repeat violations annual maximum of $1.5 million
Willful neglect, and violation is not $50,000 per violation, with an annual maximum $50,000 violation, with an
corrected within the required time period  of $1.5 million for repeat violations annual maximum of $1.5 million

American Medical Association: ama-assn.org/practice-management/hipaa-violations-enforcement

Overview

The solution implemented was a custom cloud-based application in Microsoft Azure. The application’s core function was
to collect photographs or a video in a secure manner with some identifying information. The Microsoft Azure platform
was selected due to the robust infrastructure to scale and process incoming communications. The barriers to using
Microsoft Azure were low given the hospital already used Azure in other IT solutions, resulting in very low additional fiscal
investment. A Business Associates Agreement had already been signed with Microsoft with security review, allowing for
HIPAA compliant storage. Programming the application was the highest cost. An outside organization, Quisitive, was
contracted for a project manager and developer to program the application.
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Analysis
Project Steps

1.

w
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Operational review of app and IT criteria to be established

« Storage, cost of offering, access methods and rules for users,
archive/deletion rules

Statement of work contracting

Burn team (primary clinical model) interaction with Microsoft
and subcontractor for programming

Security review
Testing (UAT)
Release

Bug fix with Microsoft and sub-contractor for programming

Requirements of the new solution:

Immediate download - as fast as a text message

HIPAA compliant, removes picture(s) after local phone/tablet
download (ability to delete from a far end phone by a website is
not possible)

Able to be used via smart phone for sending and receiving. Far
end must be mobile capable

Far end submitter must not require login and be a simple
process to allow a send/upload of file(s) with very few steps
Able to send to whomever is requesting consult without many
manual clicks or needing to drop off the call to have the process
happen

Able to be integrated into an EMR

Technology agnostic

Simple system with few clicks, able to be used by low tech
providers and far end sites

Team to create the product:

Quisitive (programming company)

- Project manager.2

- Programmer.5

- Interface analyst.2

Children's Hospital Colorado

- Telehealth Program Manager

- Medical Director Telehealth

- Business Systems Analyst Telehealth
- Network engineer for install and configuration
Microsoft

- Azure consultant rep

- Account manager

Components of HIPAA compliance and programmed solution to
meet clinical requirements

Named access or role-based access to the software

- Active Directory (AD) integration uses network user ID and
password security rules along with dual factor authentication
when user is located off site

. Encrypted storage and secure communication route

« AD features turned on during programming and installation,
validated by external security firm

« Website uses SSL7 for secure communication, validated by
outside security firm

. Farend phone sending information should not store the photo/

video

« The method of entry is a secure website that is not able
to make a rule on a smart phone to auto-delete if the user
decides to save. The solution was to add a notice to the
provider to delete the photo/video from their device to remain
HIPAA compliant. The user must click, “Acknowledge” to
successfully submit the photo or video.

. Received data are not part of a patient's EMR and is a

communication tool

« The function to copy from the system and paste into notes is
allowed for those patients being consulted who later came to
the hospital as patients.

« The system is programmed to auto-delete records stored after
aset number of days, and all new users are trained on this rule.

. Access to other patients' records

« Aloggingsystem is created to track user access and make the
application auditable

. Outside user’s access to information

« Theuser receiving the invite to submit photos receives a
unique link that is active for one hour to submit the data. No
accessis granted to other records or parts of the system,
validated by outside security firm.
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Product Summary

The final product is internally named the Telehealth Photo System.
create and view interactions see the below as their home screen.

Children's Colorado team members with access to

.*I Children’s Hospital Colorado  TELEHEALTH PHOTO SYSTEM

Photo Queue

NEW REQUEST
N |

Date / Time Patient Name Patient Location

Frunzi, Gerard

Call Back Images

07/16/2018 01:09 PM wheat Ridge (Colorado)

Terms of Use

& 2016 Children's Hospital Calorado Incorporated. All Rights Reserved.

&

]

Children’s Hospital
Colorado

The user clicks on the orange NEW REQUEST button to start a request. Selects the clinical category or organizational
group, the requesting person's name, the state and either the cell phone number or email address to send the link to.

.* Children’s Hospital Colorado TELEHEALTH PHOTO SYSTEM

New Request

Service Requested By (Name) *

Other

Patient Location * Patient State *

Colerado

send Reguest Link via* Mobile Phone Number *

@ Text [Mobile) O Email

Frunzi, Gerard

SEND REQUEST

Atext message or email is sent with the below wording noting the link expires in one hour.

Today 10:24 AM

Please click on this link to send
photos using the Children’s
Hospital Colorado Telehealth
Photo System.

https://
telephoto.childrenscolorado.p.
azurewebsites.net:443/
Submissions/Index?
serviceld=99&requestld=a962
1d31-3af4-4ecd-9aeb-
29184131296

This link will expire in one hour
and is good for one patient. If
your link expires before you are
able to use it, please call us
back to receive a new one.
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The far end provider fills out the below forms and uploads their photos or one video. A message comes
up confirming he/she should delete any PHI off their local phone for HIPAA compliance.

Messages all & 10:24 AM

% 87% wm)

& telephoto.childrenscolorado.p.azurew: C

oIl AT&T Wi-Fi &

& telephoto.chil

10:26 AM

p. ites.net

% 87% mm)

&
_Y Childrens Hospital Colorado.
TELEHEALTH PHOTO SYSTEM

Submission Form

The Children's Hospital Colorado Telehealth Photo System

is actively tracked through a secure HIPAA compliant

interface.

Upload up to 10 photos.

no files selected
Upload a video (mov and .mp4)

no file selected

Patient First Name *

Patient Last Name *

Patient Date of Birth *

MM/DD/YYYY

o

M

al

l, TELEHEALTH PHOTO SYSTEM

Patient Date of Birth *

MM/DD/YYYY

Call Back Phone Number *

(111) 222 33

Call Back Person's Name *

Gerard Frunzi

Call Back Person's Title *

Please Select a Title

Brief Description (optional)

Optional Description,

SUBMIT

e.g. Left Arm

The Children’s Colorado provider sees and clicks on the new record that has been updated to review the
pictures. The summary page has thumbnail prints which are low resolution. Clicking onto the picture
brings up the high-resolution picture sent from the far end.

Photo Queue

‘* Children’s Hospital Colorado TELEHEALTH PHOTO SYSTEM

NEW REQUEST

Frunzi, Gerard

Other [~
Date [ Time Patient Name Patient Location Call Back Images
08/23/2018 10:24 AM Testlast, TestFirst 1estl (Colorado) (720) 7771234 2

07/16/2018 01-09 PM

wheat Ridge (Colorado)

Terms of Use

© 2016 Children's Hospital Colorada Incorporated. All Rights Reserved.

Children's Hospital
Colorado

Patient Details

The Children’s Hospital Colorado Telehealth Photo System is actively tracked through a secure HIPAA compliant interface.

Photos

‘* Children’s Hospital Colorado TELEHEALTH PHOTO SYSTEM

Frunzi, Gerard
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Conclusion

The Telehealth Photo System is a simple to use HIPAA compliant tool that allows for quick sharing

of photos or a video between consulting physicians. This project was developed and implemented
successfully due to the partnership amongst Children's Hospital Colorado Telehealth operations,
clinical team members, Quisitive the developer, and Microsoft the cloud host on Azure. The application
utility centers on ease of use and fast submission by outside partners. Requirements to have no
application download or other factors that can add minutes to a consultation request time were met.
The product was implemented and trained within the organization successfully.

Currently around 20 consultations per month use the system, primarily dermatology. Use of the
application continues to grow into new clinical use-cases. The transfer center at Children’s Colorado
has begun implementing the use of the Telehealth Photo System to more quickly obtain photos for
outside consultation requests.

(J
Children’s Hospital Colorado

Discrimination is Against the Law. Children’s Hospital Colorado complies with applicable Federal civil rights laws and does not discriminate on the basis of race, color, national origin, age, disability, or sex. Children’s Hospital Colorado does not
exclude people or treat them differently because of race, color, national origin, age, disability, or sex. « Children’s Hospital Colorado provides free aids and services to people with disabilities to communicate effectively with us, such as: Qualified

sign language interpreters, written information in other formats (large print, audio, accessible electronic formats, other formats). Children’s Hospital Colorado provides free language services to people whose primary language is not English, such

as: Qualified interpreters, information written in other languages. « If you need these services, contact the Medical Interpreters Department at 720.777.1234. « If you believe that Children’s Hospital Colorado has failed to provide these services

or discriminated in another way on the basis of race, color, national origin, age, disability, or sex, you can file a grievance with: Corporate Compliance Officer, 13123 E 16th Avenue, B450, Aurora, Colorado 80045, Phone: 720.777.1234, Fax:
720.777.7257, corporate.compliance@childrenscolorado.org. You can file a grievance in person or by mail, fax, or email. If you need help filing a grievance, the Corporate Compliance Officer is available to help you. * You can also file a civil rights
complaint with the U.S. Department of Health and Human Services, Office for Civil Rights, electronically through the Office for Civil Rights Complaint Portal, available at ocrportal.hhs.gov/ocr/portal/lobby.jsf, or by mail or phone at: U.S. Department
of Health and Human Services 200 Independence Avenue, SW Room 509F, HHH Building Washington, D.C. 20201 1-800-368-1019, 800-537-7697 (TDD) Complaint forms are available at www.hhs.gov/ocr/office/file/index.html. « Children’s Hospital
Colorado complies with applicable Federal civil rights laws and does not discriminate on the basis of race, color, national origin, age, disability, or sex. ATENCION si habla espaiiol, tiene a su d\sposwclon servicios gratuitos de asistencia \lngu\st\ca
Llame al 1-720-777-1234. + CH % Neu ban noi Tiéng Viét, co céc dich vy hd tro' ngdn ngir mién phi danh cho ban. Goi sb 1-720-777-1234. « 2]: @510} & A&l 7%, glo] Al Au| =8 2 olgsk F UFYrh 1-720-777-1234 H©
Az}al] FAAN L . < B i [ %4 G ISR S R I IR . 553 7E1-720-777-1234, « BHYIMAHWE: Ecnu Bbl roBOpUTE HA pychoM A3bIKe, TO BaM ﬂOCTyﬂHbI 6ecnnaTHble cnyrm epeBosia. 380HMTE 1-720-777-1234. « U‘ihﬂ‘ﬂ) B
{97+ ‘*"l“’h”’i nlig Croe h[ 2 & MR AS7HPT FHIZHPA: @2 09n+A®- R .0~y 1-720-777-1234 (00009 A+AGTF - « 720-777-1234-1 pd2 deail .o > 11 )SH Gaass g 1Y) Ak sal
#3) .+ ACHTUNG Wenn Sie Deutsch sprechen stehen Ihnen kostenlos sprachliche Hilfsdienstleistungen zur Verfiigung. Rufnummer: 1-720-777-1234. « ATTENTION : Si vous parle: a\s des services d'aide Imgu|sl\que vous sont proposés
gratuitement. Appelez le 1-720-777-1234. « quﬁ@Hampé‘quma}wg*ﬁw:{ﬁm;qﬂFmﬂmmHgmmyaxg‘a?:ﬂ?«»”aurﬂsqawﬁ I Wﬁrﬂgﬁﬂ 720-777-1234 | + PAUNAWA: Kung nagsasahta ka ng Tagalog, maaari kang gumamit ng mga
serbisyo ng tulong sa wika nang walang bayad. Tumawag sa 1-720-777-1234. « {ER30H: A% BHA IR OF AR A SRV £ 5, 1720-777-1234 £, BEER 4% < 17310, + Nti: O bury na asu Ibo, asusu aka oasu n'efu,
defu, aka. Call 1-720-777-1234. « TELH_160164710_2018-07
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